300969b53600bMm900b sbsero gsdmpz93980
@5 Usg/s60939¢m

06996990l 3563200050980L 0b0o;05H0Z5
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2563005M9d0lL 30rmEglio
* 1990 - 1991 {ergdo - L3sMlgmol yoyGHol Mmdo;
* 1999 9o - mdo 35 396900B9/3LM3ML 3Mmbgwrod@o;
* 2001 femob 11 bgdEgddgco;
* 2001 Hemob bmgddgMo - d399E0L 3mb396E0s 3009M@sbTsEols Agbobgd;
* 2007 Hoero - dsbocmgdmero 30096393939 JuEBH™MbgmOL 30096 Logz™EgDY;
* 2008 Hoo - dsboMgdmo 300960393H93900 oE30Ls s LdJsOMZg Ml 3009
Logm39Y;

*« 2008 (oo - 30096009303900  ,OS00M  M930LMFBEgdoLs” o
»,00930053gdoL" MFBoLGdHY;

* 2008 Hero@sb - 0fggds LEHMSGHIR0JODBY O ABZOPIMGOOL  3MEOE035DY
59000 39dsmdo;

« 2014 — 2015 fiemgdo - 9936M50b65-0lgomol mdo/30dM0yero mdols Mmls
25000949gbgdms 3009039393000 9e9d9bEH900;

* 2015 - sbsemo 259m§393900/450DoM©O I30MHOL30MGdS 30096 LogMEgdo.
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3009M89(%9390d0 F0MO0MOO 3M53539)900

3996030909000 d3)53q00;
69l9000;

05b0;

bobgoo;

BOHOWMgm 3:M699;

oLEogo.

pystea: FireEye, 2015
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430w5B9 (33990 ©> dmfigzeso Lgddm®mgdo

* B9dSb3M LgdBHMMO o Bb3s Loggobsblim 0blEoE¥yE9do;

* Logzmbm d0M5900;

* 3003790 JgGHOMbOEYMJoo;

* D9eol ImsGmr03900Ls s 2odHdgbo LobEgdgodo;

* 396LMmbowrm®mo dmbo399900/9w9gdEEO™bYo 8TsOHM390MdY.

pystca: FireEye, 2015
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3009053 MbMgdoL 256BmMmBomgdgdo

* 3030399600 OMbY;

* LodbgMm ™by;

* 93MbmM3o3MOH0 mMby;

* $99b6030960 ©mbY;

* Bodmdogrsdm LoBMYPSIMIds o IMdognsdggdo.

pystrea: Aapo Cederberg (GCSP), 2015
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SOLYOIEO Z0MIMGOS

* 2015 Herob $36Moerdo 459md399bs 3996009090 dEo@gdols
3009ML5OMBMYOOL Sbogro LEBMIEJY0s;

* 2015 Herob 8 dsobl MHmbgmlis o Bobgomb dmeol go93mEmIS
00039339969 EH0560 bgerd936egds, Ly JMIgMMO ,,AbBZ0 0™
39169&0 9b9d5 MbSAAMMIMOL 3009OHLBoTONbMgdOL Le3gMmdo;

* 2015 Herob 13 0360LL GHlgombs s 0MSbL JMEOL oofym mTomds
d99mM5b@MdBg 3009OHMLoxONbM9gdOL LezgMmdo;

* 2015 Hemobs 25 b9d3HgddqaeL 39960090 dEo@goLS s hobgmL mMOL
2983MmMHIS bgedq36m¥egds 30096 Logm3930 MObITIOMIEMdOL d9lobgd.
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Lodammggemmls 3089609L5BMMbMYdOL LsdsMmEgdMogo LogM;3Y

1)

2)
3)

4)
5)

2011 Herob 939809600 - LodoMmm3gemb  9ehm3boao  mLsgdmbmgdols
30033830
2012 Hemols 0360L0 - 396Mmbo 0bgm®mdszomero Mbsggmmbmgdols dgbobgd;

2013 Heool sobo - 30090BsxzOMbMYdOL BEMOEJR00Ls s obbmMzogwgdols
2013 - 2015 Hergdob Lodmddgom 39330l odE30(3909;

2560L5BMZMS 300E03vI0 0bBOLEOVIJEMEOOL LwydogdEgdo;
2014 Heob 9330LEM - 936035300090 sbMmEoMmgdol bgerdgz@memgds.
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L5450 39¢ml 308960LsRMNbMYdOL Bydogd@gdo

1. 2010 §emob 09635600 - 0mbGoool LodoboliGmmb Loy s®m BodsGomerol
0996000 30600 8mbo398ms 35330l Looggb@m;

2. 2012 Herob 93990960 - 0bsgob Logdgons Lodobolidmmb 396@® oo
36090650 3meo300L ©I356ESTgbEOL 3089Msbs35MEmsb dMdmerols
L535MNZgM. 0939 B9bJ30MmboMYIL 3MI3Z0EIPHrME 0ROWEO
99b39MGH0BOL J393569mzoM9ds;

3. 2014 Herob ®909635¢00 - 393@5330L BSFObOLEMML Lok s LSOl
096000 30600 30dgHLIROMHBMIdOL dorym;

4. 2011 Hemob 0563560 - Ambs399005 2o33¢0bL BosggbEml ggotmaegddo
93996930Mb0oM9dsL 0)ygdls CERT.GOV.GE.
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3009639393900 2008 — 2014/FireEye

Malware

Targeting

Russian Attributes

Evolves and Maintains Tools for
Continued, Long-Term Use
e Uses malware with flexible
and lasting platforms
e Constantly evolves
malware samples for
continued use
e Malware is tailored to
specific victims’
environments, and is
designed to hamper
reverse engineering efforts
e Development in a formal
code development
environment

Various Data Theft Techniques
e Backdoors using HTTP
protocol
e Backdoors using victim
mail server
e Local copying to defeat

closed/air gapped
networks

Georgia & the Caucasus
e Ministry of Internal Affairs
e Ministry of Defense
e Journalist writing on
Caucasus issues
e Kavkaz Center

Eastern European Governments &
Militaries
e Polish Government
e Hungarian Government
e Ministry of Foreign Affairs in
Eastern Europe
e Baltic Host exercises

Security-related Organizations
NATO

OSCE

Defense attaches

Defense events and
exhibitions

Russian l.anguage Indicators

Malware Compile Times Correspond
to Work Day in Moscow’s Time Zone

Consistent use of Russian
language in malware over a
period of six years

Lure to journalist writing on
Caucasus issues suggests
APT28 understands both
Russian and English

Consistent among APT28
samples with compile times
from 2007 to 2014

The compile times align with
the standard workday in the
UTC + 4 time zone, which
includes major Russian cities
such as Moscow and St
Petersburg




3009MmAg393900 2015

* 2015 Heol 05635600 - 53Ebamemo 3039M3otm3g@ oL Carrefour - ob mxzoEosSEMMO
390 - 43960 http://carrefour.com.ge/ (the Middle Eastern Cyber Army - MECA);

* 2015 ool 93000 - "BodoMmm3gemls dmbsdsMmEgms 9OHmmdol”" 390-2396M©0
("gew AM35x06M0");

* 2015 ool 3s0bo - BLoggobsblim 0blEHOE™GHGO0 («36Mmd0.).
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5®LYOYEO 3MMdE9I9d0

* 1553956MmbAEdEM BoBOol sOIOMOLYGOMDY;
* LYBMYPIEOMGOSTO OISO 36MDOYMIYOY;
* 1539305¢0LEHJOOL SMOOBYOMDS/565305MLBO MOMPOIDMDS;

* BogMdMEMOLM BEObIOEHJOOL dMSMLYOIMDS.

B Info@indein.net % +995322421151 & www.indein.net



3Joombggdo/olbzmboos
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