
Main Rules for Digital Security

ONLY USE SECURE WEBSITE ADDRESSES (URL)

STAY ANONYMOUS ONLINE

USE TWO-FACTOR AUTHENTICATION
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CREATE A STRONG PASSWORD

USE PASSWORD MANAGER
APPLICATIONS, SUCH AS
- NORTON, NORDPASS, PASTPASS -

A PASSWORD SHOULD BE
 BETWEEN 8 TO 12 CHARACTERS
 LONG AND INCLUDE A VARIETY

OF SYMBOLS

REGULARLY UPDATE YOUR
PASSWORD

DO NOT SHARE YOUR
PASSWORD WITH OTHERS
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ENTER A CODE RECEIVED ON
YOUR PHONE TO SIGN IN TO
YOUR EMAIL

OTHER PERSONS WILL NOT BE
ABLE TO LOG IN TO YOUR EMAIL
AND SOCIAL NETWORKS

NEVER CLICK ON LINKS IN EMAILS FROM UNKNOWN
OR SUSPICIOUS ADDRESSES

NEVER OPEN FILES IN EMAILS FROM UNKNOWN
OR SUSPICIOUS ADDRESSES

- USE VIRTUAL PRIVATE NETWORK
(VPN)

- USE TOR BROWSER AND COVER 
YOUR ONLINE TRACKS

FOR MORE DETAILED TIPS, SCAN HERE

VPN

WEBSITE ADDRESS SHOULD START WITH HTTPS:// PAY ATTENTION TO THE WEBSITE NAME 



USE A SECURE COMPUTER

USE LICENSED OPERATING SYSTEMS

- USE YOUR OWN COMPUTER TO PERFORM FINANCIAL OPERATIONS
- REMEMBER, YOUR WORK COMPUTER DOES NOT BELONG TO YOU!

- TURN OFF AUTOMATIC IMPORTING FUNCTION
- AVOID USB STICKS, CD CARDS, SMARTPHONES THAT BELONG TO

OTHER PEOPLE

OR THEIR FREE ANALOGS

DO NOT CONNECT INFECTED INFORMATION CARRIERS TO YOUR
COMPUTER

USE AN ANTIVIRUS
EXAMPLES OF ANTIVIRUS PROGRAMS WITH FREE LICENSE ARE AVG OR AVAST
ALSO LOW-BUDGET BITDEFENDER

USE VIRTUAL PRIVATE NETWORK (VPN) WHEN USING
PUBLIC WI-FI

DO NOT LEND YOUR COMPUTER TO STRANGERS
OR LET THEM USE YOUR COMPUTER ONLY THROUGH

A GUEST ACCOUNT

AVOID LEAVING YOUR COMPUTER TURNED ON IN
PUBLIC SPACES

The Brochure is prepared by the Institute for Development of Freedom of Information (IDFI)
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FOR MORE DETAILED TIPS, SCAN HERE


