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dgbogomo

9m990hMMbyma aambidho mebsdgdmgg 3bmagdal gobyymazgem babogmag ndso.
dob gotgdg dgndemgdgmns hmambz 3hmagbonmmoa by badmdaemsdm bogdosbmos.
030939, bBmEMgE dSbgmo ymzmabdmdizzgemmadnl godm gemaymbhs bdoMoo
39dmnygbgdo 300960 obdddnemal hobogbsg, 096908 gl dghbozemgdoe Nbynbotrn
b3odo (spam), 0 RO bybMdEo EObsdda, ddgemmnmoE, ndgoemal
39(h9b3o, 230606b7M0 nbymMmddEn0l dm3daMzs ob o3l godmdogmas.

doybga3sc 0doby, ™A 30096dbsdeymmabgob 100 36hm3gbhnobo o3
3919dg09em0s, 36LgomdLb Mhabiolb dnbndndodog oygzobal 3dgon. od gdgolL 3o,
306039 ©0adn, 00300 geaambholb 3mddsbngdn g3moz08maogb

9m-03mbhob yboggbmbmgdabmzgal onigsznm dgdwogan bgbgdo:

1. 30dm0ygbgom Mmymo Jsmmo

3o6memo 1Y Yool 330dmg3l 303390 h3gbn gemgdheMbyemo oMb
d9dmg30bo o 30bobgntgdma b3mdabgsb. Lobykzgmmns, domenn dnbodyd

16 boddmemLob dg9ag0mEL.

bMo030: dmoxgndmgm dobpnzn boboagds, Hmdgmbsg dgdwmga 3odbmmgdm
d6030mma390m3000 bLodommmgonm (dog: msopliossauketesoparoli a
MsOpllos,S@uk3tesO-parol!).

N/ bdoto d93309m 30MmEMgon (dogacmoma, bdd m39do ghmbgem).

)( by 30dmnygbgdm mg396L 306rd nbaymEmdsznal (d30emal babgema b
bogbmztgodgemn dobodobma...) damemaco.

)( 06 3098030 mm dobmenn gotgdy 306gob.

)( dmgbngm 3obmegdnl dgy3obob baghmm dmbdotgdal 3mddoyhgcgddo o
0bgo 9anegodn, BYE 30d96g00d AYgbgdymo.
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)( by 30dm0yggb90m ghrmbo o 03039 dotmel bb3goalbgd d6gotndobm3zal o
3903396 ©0bm30b.

©ddbdotmyg bodyomydgdo

030b0m300, ©md Jobmenn bdndgEm ngmb, bagobm 36 030 M350 dmogngthmo.
13209000, odmnyggbmm mbganb bgtznbgdn, GmAggdnz oy gobodogyMo
306memol 39bghntgdol dbgbgb. 93330600 Lghzobnd dogagmoma Identity Safe,
hmdgmog domenl dgdmbzgznmmanl 3nbindnm, babythzgemo boddmenmgonl
babgmdgdnmo s bobmymom d0hg3L.

JNOI":OI"I |dent|ty Safe English ¥ Password Generator ~ Sign In

Password Generator

Use the Norton Identity Safe Password Generator to create highly secure
passwords that are difficult to crack or guess. Just select the criteria for the
passwords you need, and click "Generate Password(s)". Remember, the Password Length:
more options you choose, the more secure the passwords will be.

Create Passwords:

Include Letters: L4
M C: d
@ Do you use any of these bad passwords? Ineluce Mixee Case.

Include Numbers: L4

» Password
* 123456 Include Punctuation: td

* gwerly

* Your kid's name No Similar characters td

* Always the same one

Generate ?.":-:'-"?-:"“;"4

bydomn 1: GHmazme 30006:390enm Identity Safe bg&30b00: so®hogo bobyhggen 3o6mendo
0®0gdnemn boddmenmgdol Homybmds o 0y Hodpgbo doGmemal dgddbs 3bykom. dgdoga 30,
00®hogo ,, 3969606900

@ Why Is that not good?

* They are easy fo guess or crack. Really easy.
« If one site is compromised, a hacker has access to all your services.

3 | IDFI


https://identitysafe.norton.com/

JNO}‘tOﬂ |dent|ty Safe English * Password Generator — Sign In

Password Generator

Use the Norton Identity Safe Password Generator to create highly secure

passwords that are difficult to crack or guess. Just select the criteria for the
passwords you need, and click "Generate Password(s)". Remember, the @reg2stASpADrUTA
more options you choose, the more secure the passwords will be.

Your Passwords:

#vBXuyepesweN=q

@ Dec you use any of these bad passwords?

bydomn 2: dy95dbocrn 3oGmmengdn 9360b0b 8o do6r323960 390bgdn 30dmhbgds

30Mmmgdnl dgdbobgzgemo d3gmozogngdo

0030 8 00 MH3MEgbmdnl doMmemgdnl absdsbbmzgthgdmop d&bgomol
3otmemol dgdbobggemo bgtznbgdn, dogomnma hmamtnzss, LastPass db
KeepPass. dom sbg39 Momymo dabhmengdal dgddbal o3bd30o3 9g3m. ooggbgm
33eMm030(300 9396L gemgdhGmbyem dmbymdngmmosdo s gho boghgdo dmyystrgm
030 bb3aalb3zd 3396Mabm3znl dgddbogm 3ocmemgol.

AAAAAA

faceboolk
ebook

byGomn 3: Goyecnn 3o6rmemgdol olbodobbmzgmgdcmom 30dmnygbgom odemnizopno LastPass -
www.lastpass.com
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http://www.lastpass.com/

@ Passwords.kdbx - KeePass
File Edit View Tools Help

Github

Usemame
Password
Quality
URL

Group

- oI

Dummy Goo

aaaaaaaaaaaaa

https://github.com/

Internet

bydomon 4: Goryemn 3o6r0¢eng00b obodsblmz®mgoemo vbg3g dagndemnom, 3odmnygbmo s3emnzopno

KeepPass - www.keepass.info

bdo®mo dg33090 396MM9d0 O ©EOddHOma JLoxMmbmgdabomzal, ot
d909430bmm obnbo BEdMZSEMYdMNn3z0 M3dgyMnl 0d dENgddn, LdwOE 39dgkgdnd
00949b909em0. 31939 b3 3odmaygbgdm ghrmbo o 03839 Jobmenl bbgowalbsgs

03¢03030000 08 39033960 00bdm30b.

2. 0bdMm3gdmgm dbmmme Jbogmdanbm 356dabododmom

(URL)

9ambdholb godmygbgonlbol, dgedmbadgm, 0Msdwpgbsw JLegbmbms bobhgdodo
dgbgmo. 3d0bm30l, Vd3300m, dgnEogb my ot 390dabsdsbma , https://“-b

(boOE ,S* 9¢bndbogl Ybogbmbmb - ,Secure”).
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r B |

{M Gmail: Email from Google xYﬁ %
L ps.// .google.com/accounts/ServiceLogin?
A Google approach to email.
h J

bydomn 5: 300060060 390d0b0doGmm0l dogocmnmo, dmdgemag ., https://“-00 06ygdo

3. 06 3oob3zngm bogdzm d0dxmygoddyg

3003b0gmgon bdodow dgnEesl nbdhghbgd 63emgol (URL), mdgmgobog dogby
3000l d99339% 390339609009 3900034d300mm. 8 OML, 3mddnyhgto ddymBy
om0l odghomog 30 dgndemgds enbanznMgds. ymagmm3znl bngymbogmom
dmg3009m Bghogmdn 9Mbgdyem bgdabdngMa bobal 63mb. sGLbMML gowabznwgm
136m00 96 bogdzm dobodaMmgdnsb dogmydnm bgbngngddo domomgdyem 0dxemgddy.

Thu 12/4/2014 10:17 AM

Hello ~aaei ]

To undiscdosed-recipients:

Hello, http:/www.rjrichardslaw.com/file/docs/
Click to follow link

How are you domg today 7 I have just sent you a secured message via a Googledocs, kindly, Click here and sign m with your personal email address to view the important
shared document

Thank vou.

byGomn 6: dmbycn dgpygminbgdodo oélgdyemo bogdzm ddyenol dsgocmnmo
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4. 56 3obbbom J3bmdon dabodommygdnEdb domgdym

390360m90d0 dndogMmgdymon gdngmgdo

bogymbognm 3ds3bnemgdn bdntog dgniEoglb dndog®mgdnem a3ongmgdl, Mmdemgdng
d90dg90d 35369 3mE0m nymb anbggngntgdnma. sbgma 3moo

dgodemgds 63060bdogMo @odnb gdagdo ngmlb odogmyema, PDF o ZIP 0300¢mgdal
homgmoom.

363bbmb goblbsm dndoggdyemn o3o0emgon, Gmdgdng dmbymos JEbmdo ob
bogd3m dobadammgdnb.

w Back to Inbox  Archive Reportspam @ Delete [ | [= Movetow Labelsw

Dear (SBIl) Customer 1nbox |x

from hide details Jan 23 (2 days ago) &/ 4y Reply v

to
date

subject  Dear (SBI) Customer

Dear Customer,
Kindly locate the attached file for impgrtant securnty of your

ACCOUNT.

Copyright 2010 SBI. All rights %N&d

»

@ ONLINE SBI SECURITY.html
2K View Download

4 Reply =* Forward

bydomon 7: 336000 dobodsGomnwob dowgdyem 6atoendn dnddyema bogdzm m3ydsbdob dogocromn

5. 3godm@mngm dogmozbab d3pmadopyMmom hodmphzob@mzol

836gdg0o
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bYEOMYO0LY o Lb3d nbodoyMoa dogmazbiol d3hma3ddka hadmpznbmazs
boggmball dgdE39emns. dobmob ghmo, dgbademms, mg39bL 3madoyhgtdo do3bg
3000 33dmnbghml, 8b Bghngmal sés3gmaombnboobngé a3adadozbl doyznwgl
0bgymMdogns, md mg3gbo sbgotndn dghoycns.

003300 193G ™ dodgmn Mbgd Y39 LBdbolb Nbsdoykno dogmazbnl 8dmM33d
Bgeogmal dbmemme ¢gduholb boaboom goadmy3dbal 03690l

390dh07690d. dmdg3bm aymbmgddg bohzgbgons, my GMmame ybws dgz3ommm
mg3960 0607989600 306ddghtgda, Moms mg39bL 3maddayhgcdo ot dmbgl
30300300L 83hmddhytn hadmbznbrmao.

c|al

MNew tab

Google

(=
p
w
o
ho
bl

bydomn 8: ) 093960 30033070960 03dMAdHIG© byl bgtroendn dgdpzger dobocnob, gb
dgodemgoo 093960 6038960l dgizemocnn 3060d90M700b 30dm bogdomogl. (Chrome-ol
d9dmbz939d0) 06038960l do6rz3960 390bgdn vGLYdYemn oemez0b bodnoengdom, snkhngom
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Chrome Settings

Continue where you left off

I Open a specific page or set of pages. Set pages

Appearance

Get themes

] Show Home button

Always show the bookmarks bar

Search
Set which search engine is used when searching from the pminibox.

Google || Manage search engines...

People

Add person. Import bookmarks and settings...

Default browser

The default browser is currently Google Chrome.

bydoma 9: sothingo "Show Advanced Settings"

You have chosen to open certain file types automatically after dawnloading.

I Settings Clear auto-opening settings

HTTPS/SSL

Menage certificates..

Google Cloud Print
Set up or manage printers in Google Cloud Print. Learn more

| Mznage

] Show noiifications when new printers are detected on the netwark

Accessibility

System

¥ Continue running background apgs when Google Chrome is closed

| Use hardware acceleratior when available

Reset settings

Restore settings to their origiral defaults.

Hide advanced settings...

bydoma 10: vobhogo "Reset settings"
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byGomo 11: dmbodbgo) "Reset"

€™ Settings )
Signature
General setiings. Not set

@gmail.com Vacation responder
off

B e # =z 3

About Gmail
DATA USAGE

Sync Gmail

Days of mail to sync
18 days

Manage labels

Download attachments
Auto-download attachments to recent
messages via Wi-Fi

byGomo 12: Android-ob Gmail vdennzognol dgdmbzgzodo 963090 vdemnzop00b 3060d90M9db o
©oMb63yboom, Hmd "Download attachments" 0965300 dmbodbyemo o6 o530

6. hobmgm yboge@mnbm dgbzmob i33b6dpnd (mMm-3¢hHd30360

©d©3bHy6O9dd - 2-STEP VERIFICATION)

™m6-9hHod00bo oabhytgds gemaambhoedo dgbobzmgmoe dd0¢hgol 303 ghm
9Gho3L, 30300ma, Hgrgambal dotsw bmdghdg dmbymo jmoab dgy3abab.
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301600 dghymonbgds ymzgem 2960dg bgmmobms ggbghobmgds, Gog godmMosbogh
13bm 30kl dogh mg396L gemaambihodo dgbgmal. d39dmam bohgzgbgdns o3ybdi00l
3909h0ycg00l 0bbhMyJnd Gmail-ob dogowomdy:

Google - ES e olzl
' ' [

Gmail ~ Cc Mone =
&a Primary 22 Social % Promotions + Hatary
| =

Starred

Sent Mail

More - Add account Sign out

s -

No recent chats
Start a new one

byGomo 13: 30bL9b00 053960 g9en-030bdho o 30b9¢m0b dotrz3960 8900 390bgdo vélgdyemn
m0emo g0l d9d3gmdnm sn®hogo "My Account" (Hgdo ob3otndn)

GMvﬂ’u

Welcome

Control, protect, and secure your account, all in one place

My Account gives you quick access to settings and tools that let you safeguard your data, protect your privacy, and decide how your information can make Google
services work better for you.

ﬁ Sign-in & security > « Personalinfo & privacy > Q Account preferences >
Control your password and Google Account Manage your visibility settings and the data we use Adjust account settings, like payment methods,
access to personalize your experience. languages, & storage options.

Signing in to Google 1 Your personal info Payments

bydomo 14: dmbodbyo "Signing in to Google"
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My Account Sign-in & security

Weicome Signing in to Google

Sign-in & securit
q Y Control your password and account access, along

Signing in to Google with backup options if you get locked out of your Tired of typing passwords? Try using your phone ta sign in q
Device activity & security account. Getstarted > \

events L L
Apps with account access Make sure you choose a strong password

A strong password contains a mix of numbers, letters,
and symbols. It is hard to guess, does not resemble a real

Personal info & privacy word, and is anly used for this account Password & sign-in method

Your personal info

Your password protects your account. You can alse add a second layer of
protection with 2-Step Verification, which sends a single-use code to your
phone for you to enter when you sign in. So even if somebody manages to steal
Ads Settings your password, it is not enough to get into your account

Manage your Google
activity

Control your content Note: To change these settings, you will need to confirm your password

Account preferences

Password
Payments
Language & Input Tools
Accessibllity I 2-Step Verification off 1l 5 I

bydomn 15: dmbodbgo "2-Step Verification"

Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification code
Learn more

Add an extra layer of security

Enter your password and a unique verification code that's
sent to your phone

Keep the bad guys out

R )
u Even if someone else gets your password, it won't be

enough to sign in to your account
[\l GET STARTED

byGomn 16: dmbodbyo "Get Started"
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< 2-Step Verification

Let's set up your phone

What phone number do you want to use?
== - 4995 |

Google will only use this number for account security.
Don't use a Google Voice number.
Message and data rates may apply.

How do you want to get codes?

(® Textmessage (O Phone call

Step 10f 3 \' NEXT

byGomo 17: doyomomgo 053960 dmdocnytn dgemgambolb beadgtn, GmdgemBgs byt sms 3ol
domgoo. mg396 obg3g dggodemnsom doymommm, my (o boboo doowme 300, 046900 9b Bagbdako
d90g™00b909, 07 030M3odhm0 Botn. dodwga dmbndbgom "Next". doonmgdyem bmdg®8g doomgdom

300U, Gmdgenog 5965300b 3005H030900d09 Y6 VOEILEANOM?

Google

< 2-Step Verification
2-Step Verification is OFF Vi

Your second step

After entering your password, you'll be asked for a second verification step. Learn more

ﬂ Voice or text message (Default) &
Verified

Verification codes are sent by text message.

bytomn 18: 3009007090 03765300 0b0dbyen oemy38g odgtom
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7. 33dmbmngmn 6063060M0 dM3ZIMNgMgdal 30b6gema

0936 gemaambihol o743 ,,60b0bb36M0 am3TNgMgdal d0bgemal” 03nbdins. dobgma
9ma9dhermbyemo bgbogmal dogmogbl 330h39690b, Mol M30bMOGMHN350 030399, M3
30030b0emal gobLbs. dgbodddabog, 03 hHmb mgzgbo 3maddoyhgto dgndemgds do3by

30000 300330306 70.

60bobbotn om3zomnggdal 30bgemal 03bginol gadmMmmznm mo3000b voEoemgdm
3mhgbzonmo dogbg Bgtngmgdal goblbsb. J3gdmm bohggbgdns, my hmagmé nboo
30dmGOommm B0bdlbakn om3amnghgdal 30bgemn Outlook-0b dogogmomdy.

- & View Settings...
[ sentitems

5 Deleted Items

t)  Beverse sort
%=] Add Columns

. |EJ navigation Pane

_ § ToDoE
(=) outbox [H ro-Doar

& Openin New Window

[[5) RSS Feeds * O Rignt
[ Senrch Enlders 21 B sottom

() Mait & Reminders Window 2 o

P Catendar [E show progress... Options..  [ag: Due Date Today on top -
i} 8  Close All Ttems Type a new task

8-| contacts

- e
= _— ~al
A~ File- Edit [Views| Go- Tools+ Adio Folder = Help
T New- 1@ 23 K| |5 arangesy b fard | ¥ 18] 1 [ send/Receive ~ | [ [Find a Corf,
& 1 @Back @ 1A Changeview I=0E-W
& AutoPreview Layout Toalbars
‘F?E'::ox o= Epena/Collopse b |51 2 « Septemberzon b

SuMo TuWe Th Fr Sa

123
456 78 910
11 12[13]14 15 16 17
1819 20 21 22 3 4
25 26 27 28 29 30

There are no items to show in this view.

byGomn 19: dmbodbyo "View", dgdoga 30 - "Reading Pane"
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D
Home
A= File-  Edit~ [View+| G Tools~  Adti Fald Help
T New - g 23 K| |2 awange by ard | ¥ - 1 3 | B send/eceive -+ | [ [Find a Co
& 1 @Back @ 1A Changeview I=0E-W
& AutoPreview Layout Toalb
4 Favorites %= Expand/Cllapse >
e = ne 4 September201l )
£ % View Settings... SuMo TuWe Th Fr Sa
[ sent Items R
5 Deleted Items 45 6 7 8 910
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Show as Conversatians 11 12[13]14 15 16 17
4 Qutlook Data File 18 19 20 21 22 23 24
25 26 27 28 29 30
[[3 mbox 1l Reversesort
(7 Drats P
(=) Sent tems
5 Deleted Items o}
[ Outbox (B
[ RsS Feeds
nnnnnnnnnnnnnnn x
[ Mail i
= E
] catena
. & Close All tems
8 Contacts 22 Open in New Window There are no items to show in this view.

byGomo 20: dmbodbgo "Off"

8. M d3030b6ygm LobHgdnEeb godmbzmo

9ambhob godmygbgonl dgdwgz, 97930 gdmaE dodmoom Lobhgdoasb,
3060039005000 08 dmbymongmo908g, Mmdgmoig mg396 ob 3g3nm3bom
bb390mMab 3nbBg3m 3adnaMgds. Bnboomaga dgdmbzgzadn, bb3zgdl dgbodmgdemmds
9969000 3M30M0gMmb mg3960 db6g30tMndn o dobdg oy
0boym&dd30/dg(hymdnbgdgdn. J3gdmo bohzgbgdns Lobhgdnsb godmbizemal
dot®hngn 0bbhGJE0s, Gmail-ob dogogomby.
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Google -IES S OE

Gmail - - G More ~ :
£ Primary 22 Social ;’/ Promotions + Rabracy

| Starred m
;em - Add accoun it Sign out
=. +

Start a new one

bydomo 21: dmbodbgor 30b9¢m0l o396 8900 390bgdn vGbgdyemo mogno 0

Google d 2 # 0o
Gmail - * C More ~

£ Primary 22 Social ;’/ Promations + Pebvary

Starred

Sent Mail

] Add accoun it ] Sign out
° +

b ]

Start a new one

bydomn 22: dmbodbyo "Sign out"

9. bodomgm 36 IdIMJoggm d3gmo gmadhOm™byema

6gbomgdo

0 999dHOMmbyemo a3mbhob ghom sbgatndl oo bbalb gobdegemmosdn nggbgom,
000 dobbns, Gmd dobdg ogchmznmnd oo Mymybmdnm dbndzbgemmaabo
0b3m®3d300 19396L0 S MJ3960 MERSbNBENNL dgbabyo.
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9em9gdhembyem bghngmgol Bemgdolb dobdogmdyg by dgobobogm. Bodogmgm db
Y003 mbmE as8&J0390 y3gemo b bghogma, GH™AgmoE ot gdntrgdom.

10. ddogMmgm mJ3960 dodmbgMo

9m990hMMbyma a3mbidho bdnMo ,,030d0bgal” bodndbg bogds (Phishing -
0b(hgMbgh-mommammdnl bobgmos, Gmdgemoag dodba nbsbazl dokown
dmbo39dgdnl bgemdo hoggdol). dotmawn dodmbgMal bbgolb byemdo hogzabbalgob

0300 L3039 8dnRM M JERMBEH.

9m99dHermbyemo n3mbihob obddoyda gadmnygbgm PGP ¢gdbmenmans (Pretty
Good Privacy). ob dghymonbgosl gogde3bsdwg dna3tmogh o dbmenmeo
b3gE0oM doMmenal djmby 306gdLb dgndendm dobo dobsdmbal Bognmbgzs. nd
d9dmbggzsdng 30, My mg3g9bo Bgtongma Lbgolb bgemdn sgmdmhbgds, dobo dobostbo
1306md0 akhgds.

Omam®d dydomob PGP?

g396L 303307Hg6Bg ©oyggbgdyma L3ggnemytan 3hmakadal dgdzgmdom (dog:
MailVelope 0603896 900bm300 o Enigmail 9em-03mbdobm3zol) mg3zgbo boambhm
gnmobmzolb 4§dbom 0o o abykhm g3obomgdgdl, obg3g bgbogmgdal obodogydmac
bagobrn ddemagc dobmenl.

Mmgboi gbybm, 306090 odonydyemo Bgtngmo gonadozbmo:
1) 306390m ©M0gdo, §6m3dbymadn P6s 3oE39eMMmm ¢Mad gdbamgdgdo.

1) m93960 dmboydtnl mos gobomgdn 30 b dgnyzsbmm md3gbngg 3obomgdgdal
boosdo.

0dob dgdga, 36 dgbzngm LdgNMot barmbhm gymda, OHmdgmdgis PGP
099bmemmandd goddhnytgdymo:

1) 93M0ggmo dghymonbgoolb bgdLho

2) doymommo sbmgbabho

3) 3Y9b907em0 3rmaModal dgdzgmdnm sdnagbrmm bhgduho (md39b0 o
006 gLdHL 00d obomgogonl godmygbgdnm)
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4) 3030030m0m dghygmdnbgdd

0y 396 dbghbgom dbndzbgemmaabo bgbagmol adngytmzsl, dodnb dobo dogmogLbn
dmomo3L9m 0300¢madn, 3NMIM )3snga, dnddom Bgthomb s abg gogdogbgm.

03 9396 ddonymnm bgbomb doogmgdm, dob gobednsdom ogdntgodm,
d909430bmm dabrmeman, Mmdgembsg bdggmbim gymo Bgtommal goblbobsl dmgmbmam.
939dmm boh39b69000, My Mmamb dndomolb odnagztal gb bodyowmgds (PGP)
MailVelope 36mgkadal dogommnmby:

/f/fal't't’e(bpe Options Documentation About
Display Key:
g Generate Key
Import Keys

Name

General Full name of key owner
Security

Watch List

Advanced >>

Enter Passphrase

Re-enter Passphrase

bydomo 23: Hmgmé 30b06390¢mm PGP 946m¢emmannm, MailVelope dhmamodolb dgdombzggodo:
030 Chrome-olbo o Firefox-nb 3900603896d0 300060039000 boboor (extension) dgndengdo

©399bal
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/Waf{ae{ope Options Documentation About

KEY RING
Display Keys
Import Keys Generate Key

SETTINGS

Mame Sample Viking

General Full name of key owner

Security

Watch List Email Sample. Viking@gmail.com

== Advanced

Algorithm RSA r
Key size 4096 ¥ | bits
Expiration 0 never ¥
Erter Passphrase | seesssessssssssssssssssnsanes
Re-enter Passphrase | ssresessssssesssssssassessaes

byGomo 24: sbocnn 3060700l dybogdbgemo sntbhngom "Generate Key", d9dogs 30, 390930690
0793960 dmbopgdndn. olggg dgo®hago doGmememn o boly®zgemo odnoyztob sengmmomdo

/f/{ai[})e[ﬂpe Options Documentation About -
KEY RING
Display Keys .
Key Ring
Import Keys
Generate Ke; .
Y Show keys by type: | Private Keys v
SETTINGS
Name Email Key ID Creation
General
Security v . | Customer Care VikingVPN customercare(@vikingvpn.com 6ES9DSFC 23.11.2013 * Delete
Watch List $_ | Derek VikingVPN Derek@VikingVPN com EB50D55C 20112013 % Delete

Primary Key | Subkeys User IDs

Key ID: 01433FEDDDE1D460
Algorithm: RSA (Encrypt or Sign)
Length: 4095 bits

Creation Date: Ion Now 25 2013 17:45:33 GMT-0600 (Central Standard Time)
Expiration Date:  The key does not expire

Status: [ varia]

Fingerprint: BTEF 6027 BFBT 7F79 AEAB 0074 0143 3FED DD8&1 D460

bydomn 25: sobhingo "Display Keys" o 9360689 30dmhbogdo 053960 3obomgdgdn, domo dg5dbob
©OM, 300l 3ol3cm0ol myGnmn o o.d. 8d Hodmbomgoendn dmbndbgo mg396L dogk
obemodygdbocmn 3olbomgdn o osgnmgom "Export" -b. od d9dmbzggodo donwgdom bozotm
30obogdl, Gmdgenng 690063096 0d oVdNdbL HbY Zog8notrmm, 30030603 odnoGHCemN 6atrnemnl
domgoo gbyho
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/Wa’{'h}e!opg Options Documentation About

KEY RING

Display Keys

Bulklmport Keys

Generate Key

SETTINGS Paste key text here:
General To import multiple keys, simply paste them all here. Extra text around the keys is ignored.
Security I2glzlUnEgoHpXI=s+x9/VyFvrgThl E

Wi/ C50e62+YBjDPgYFWdz
Om8lgiKavacWgOgSER
Yi WUgixVNcVuQlfFUgSaYWal
YbBncRPKEWY3AFa vGFWxRMN2 JcTFUmmt 8

GDz3ji VR14ELc!

Watch List

S5SHENHpRzK
WS o+ kK

rwiBo4oUP+y
QNTuOvSimE]

————— END PGP PUBLIC KEY BLOCK:

Select a key text file to import

Chaose File | Mo file chosen

byGomo 26: dmbodbgo "Import Keys" o bnbhgdodn 5’3060bgd 3obomgdn, G™dgembog nd 3060b3gob
doogom, 30bmobog odngy®yema 6gkoenal 3ogdozbo 3byMm

nt Mail Your primary tab is empt
Mothing to see

afts (3) Hello from Sample. Viking!

rcles customercare@vikingvpn.com

- Hella from Sample. Viking!
Compose Mail =

A Normal text + Black = Bold  [falic | Underine

&)

il
i
"
i
o
5]

B Google - Terms &

This is a secure message from Sample Viking encrypted with RSA-40%6

byGomo 27: bgtrocnol 303803600009 1600 dmbodbmom 9360687 606396900 3em009
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Your primary fab is empty.
Nothing 10 See eI Sy

— customercare@vikingvpn.com
| chrome-extension://kajibbejlbo

Hella fram Sample_Viking!
Compose Mail

(N

A MNormal text = Black ~ Bold Italic Underline

Derek VikingVPM <Derek@VikingVPN com>=
Encrypt for:

Customer Care VikingVPN <customercare@vikin Delete

Cancel Transfer

]
4

1 m A U + Saved
bydomo 28: dnymomgo sMybodo o bogo®m dobomgdn. dgdoga 30, dmbodbgo "Transfer"

Sample Message Reply nbox % & B
VikingVPN Customer Care <customercare@vikingvpn.com= 3:15 AM (1 minute ago) - -
to me [

- Click here to Reply or Forward

byGomo 29: odnoytryemn dgdymdnbgdnlb 6oboz0mbom 30, SoGrmenal d9y3060 ogdntg000
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Sample Message Reply moox X = B
B Paoword <riey |
VikingVPN Customer Care <customercare (@l 11315 AM (1 minute ago) - -
to me [+
Key unlock
User ID- Sample Viking <Sample Viking@gmail com:
Key 1D: 01433FEDDDS1D460
Password: ! Fleese enter ‘
[} Remember passwords for this session
Cancel Ok
a Click here to Reply or Fonward
bydoma 30: J9ny30690 3o6menn
Sample Message Reply Inbox  x &
VikingVPN Customer Care <customercare@vikingven.com: 3:15 AM (3 minutes ago) -
to me [~

This is a secure 4096-bit RSA encrypted message using PGP
| should probably write more articles on encryption.

-Derek

- Click here to Reply or Forward

byGomo 31: So6rmemol d9y3060b d9daa mg396 dgdengdom odogytryemn dgdyminbgonl boz00b300
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11. dgagndmodm godmoygbmm godmogmgdymo op3al

GOOGLE-ab sbagmo bobhgdo

0333930 gobagmgdan - sbemobsbl Google-ds dmadbdamgdgmb godmmaghgdymo
003300 LoLHgds dgbmazd8s. 031bg3ns abLagnmtgdnm dbndzbgemm3sabnd Mmbemanb
03050bdnl dogagma Gobzob djmbg dmdbdotgdemabmazal: dmemadnimbgdo,
09H030b(h900 S FYOBaabhgdn. mydEd, dobo googdhonmgds Gmail sbgocadal
dgmbg 6900bdngé dmadbdoMgdgembog dgydemng.

Y003 mbmgonl dmazoMn gakobin adigegn gobamgdns, 03n3g Bluetooth s USB
3oLomgdn, Mmdgmoz mob beo dpabmm. dabo 3mddoyhgédo dggbmgdal gakgdyg
3960306 dgdemgdl md396L obgotnddg dgbzemal. oE3al bobhgds obgzg stmyemgol
0bgok0ddg 630mdnl deagbal 3mEgEMob o bb3y, sMs-Google-ab
03¢030(30900 YB3l 930h™dddhnM B3omdsl mg396L dmboEgdgody.

0003030 3obomgonl dgdmbgggzodn, 0b6g3e60ddg B3mdal dstagbs ,,0a0300gwo
3o6mmealb” bdyemgdnm dgmot ngbgds dgbodemgdgmn. my gobomgon d30Mam,
0bga60ddg 630mdnl 9¢bOEEgba ddHI00m gHadgonl gogms 0gbgds Ladgabm.
d9bodmo 8dob Modgbndg mgE Bangmmb.
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12. 30©33dmbdgm gm-qamb@ob 3gmombnboobogh@gds

9a3mbhob JLex3OmNbmgonlmznl dMobsimmgd dbndgzbgmmmzebns ma3dm gemambnl
3003356000 39000emb0bnbngkgds, Mmd ngo mJ3960 Mabbdmonl gotgdg ot
30dm09g49b90L m7g396L 3060 0byMmMmAdENSL 86 36 FosbEgdb dob dgbadg dobb
(30300mo, hmdgmndg §39960L dmdzmmdsl). 8dabm3znl 3bsbmm Mhgohnbgn.
2017 bemab s3Gngmal dmbogdgdom, dbmayemomdn y3gemady dmadyemotyemo
gmaambhgdns Apple, Gmail s Outlook, boegm badobmzgmmlb dgdmbzgzadn
00939 00 dM3nmabmdnm bakggdwmmdl Mail.ru.

0b(hgMbgdh 193t x09000b6 O303d060gdYma 3ME3MMSE0E0

0bga6 033007 gonl 2017 bemal nbgdlol dobgznm, Google-o (Gmail) o
Microsoft-o (Outlook) y3gemodg dghoco 030390 Lagnmotn dmdbdabgdemal
30dmbo(h30L 0030L7993¢m05Ld O 300 0bxymEddENsL. 8d839 nbogdbiol
dobgz0m, Mail.ru 12-5 9a0mB90 s 30mbx30b3ENdTYM™MANLY o goadmbad3znl
03009903¢mgd0b gymbom bogMdbmdmo hodmbhgos bb3d 3mddsbogdl. Mail.ru
dmdbdokgogemb bobsbbod 86 1dbgeml, dob dgbobgd Mo Bhodol nbogm&adsEnal
00030d03900 dgydemno.

13. d04bodogmyMo ybogmdanbmgdobmzol dodsbongm
dembgmbahnggol

0d d9dmbgg3odn, 07 Ybox3mbmgdal 3obboznmMgdom domagmn batalbo
3506009000, 16 0306gmm 3bmdogmo gema3mbhol 3mddsbogdo s dodsbmmm
39000609000 d3ntg demhghbahnggdl:

d39030M0)mo ProtonMail -
100030 mbmyoal Jymbom ghom-ghomo
dmbnbozg gemaymbihos. ol 2013

g 1 Bgeml, CERN-30 8909360 o dob
Q PrOton Mall asbemmgonm 2.5 dogmombo
| Secure Email Made Simple dmdbdomgdgemo 3go3l. 3mddobool
e ) W) 4 bgbrggegdo dggozotosdo, 1,000
e dgdhab bowedgdg dMbgdym
' bogogdno gobemaggonemn.
ProtonMail-b 093L 6’)005(*)6)3 1030bm, 500 dgaodontol hg3omonl 39Mmbos (omagdn
dogbodyd 150 dghymdnbgds), sbg3g ProtonPlus, 5 gngadantnabo 3960y,

hmdgemog boomdo 300, bmenm mgdo 1,000 dghymonbgonl goadazbol
bodyoemgdsl dmgagdo.
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https://rankingdigitalrights.org/index2017/findings/russia/
https://rankingdigitalrights.org/index2017/findings/russia/
https://protonmail.com/

ProtonMail-0 bemo© d003Moglb mgd396L dmbogdgdl o oé nhm3gol domo
3000033600 3obomgol, Gob godmiz 030 3960 babymmmdl md396 0baymmddEnsl s 8k
d9nde0d dobo dgbedg 3060bm3z0b gooEgds. dmdbdotmgdemal
3060300096300¢7MM0OS domydatndnhoe dtab PBcnbzgmymangma by, thmad
dmboz9dgdnl dmagbs dgndemgdgemns, nd dgdmbzg3ados 30, 07 dobmenn
003030040 q000.

396030630 Tutanota -
03h™dahytoco dnydmozl y3gms
303803060¢m dghymonbgdol. o3
9mnmbhob dmozotho

F Tutanota

R e S 1306309600 60l aly, Geod bz
9m3mbhob dmdbdabgoemgdbog
dgydemnsm jbogzhmbm(o,
X 00d003Mma P30L7bmb

Tutanota-b dmdbdotgdgmgonl
dogt 30dmada3bnem odoadnem dghymonbgdgdl. ngn dgddbogmand gemaambictol
dmdngmyeo 93¢m039309000080 3dado3b0L dndboom.
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