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INTRODUCTION

E-mail has become an integral part of modern life. Neither professional nor civic activity is
possible without it. This is also the reason why email is often used for carrying out cyberattacks
that range from relatively harmless spam to more serious crimes, e.g. hacking of e-mails,
stealing financial information or extortion.

Even though it is impossible to completely negate the risk of cybercrime, there are ways to
minimize it; ways offered by e-mail service companies themselves:

1. USE STRONG PASSWORDS

A password enables you to protect your e-mail account from attacks and unauthorized access.
It is preferable for your e-mail password to contain 16 characters.

Trick: Come up with a simple sentence, and make it more difficult with various symbols (e.g.
thebestpasswordintheworld - tHebest,p@sswOrdintHewOrd)

5/ Change passwords regularly (e.g. once every three months).
x Do not use your personal data (name of your child or address...) as a password.
x Do not share your password with others.

x Avoid using passwords on public access computers or places where security cameras are
installed.

x Do not use the same password for various accounts and websites.

Additional Support

In order to make sure that your password is safe, you do not have to create it yourself. It is
better if you use online services, which generate passwords that are difficult to crack on your
device. One such generator is Identity Safe, which creates passwords randomly, with a variety
of symbols and difficulty of your choice.
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https://identitysafe.norton.com/

V' Norton

Identity Safe English ~

Password Generator

Use the Norton Identity Safe Password Generator to create highly secure
passwords that are difficult to crack or guess. Just select the criteria for the
passwords you need, and click "Generate Password(s)". Remember, the
more options you choose, the more secure the passwords will be.

@ Do you use any of these bad passwords?

Password

123456

qwerty

Your kid's name

« Always the same one

Password Generator ~ Sign In

Create Passwords:

Password Length:

Include Letters td
Include Mixed Case L4
Include Numbers: Ld
Include Punctuation: L4
No Similar characters L4

Quantity:

6 Why is that not good?

« They are easy to guess or crack. Really easy.
« If one site is compromised, a hacker has access to all your services

Image 1: How to use Identity Safe: choose the number of symbols that you want in your password and how many passwords you
want to generate. Then click “Generate Password(s)”

v Norton  |dentity Safe

Password Generator

Use the Norton Identity Safe Password Generator to create highly secure
passwords that are difficult to crack or guess. Just select the criteria for the
passwords you need, and click "Generate Password(s)'. Remember, the
more options you choose, the more secure the passwords will be.

@ Do you use any of these bad passwords?

Image 2: Generated passwords will be shown in the upper right corner

Password Manager Applications

English * Pa d Generator  Sign In

Your Passwords:

@reg2stASpApPrUTS

#vBXuyepesweN=q

Back to Create Passwords

Password manager applications, such as LastPass or KeepPass, can be used to save complex and
large number of passwords. These applications also have a function to generate complex

passwords. Install the application on your electronic device and collect all passwords created
for various websites.
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Amazon

Best Buy

Dropbox

Evernote

Faceback
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(R airbnb

irbinb

22 Dropbox

Dropbox

amazoncom
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Best Buy

Image 3: In order to save complex passwords you can use the application LastPass - www.lastpass.com

File Edit View
Personal Passwords
& Internet
Mail
Sodial

% Credit Card
P: it

Shopping

Audit
' Weak

Old

Duplicate

Tools

Help

Title

E3 Facebook
E Google

B sourceforge
¥ Microsoft

() Github

Passwords.kdbx - KeePass

Username
Howdy Hoody
HowdyH
Dummy
H_Hoody

Dummy Goo

Quality

Github

Usemame
Password
Quality
URL

Group

- oI

Dummy Goo
https://github.com/

Internet

Image 4: In order to save complex passwords you can use the application KeepPass - www.keepass.info

Change passwords regularly. For additional security, do not enter your passwords in public spaces, and
in places where cameras are installed. Also, do not use the same password for different applications or

websites.

2. ONLY USE SECURE WEBSITE ADDRESSES (URL)
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http://www.lastpass.com/

While using e-mail, check to what extent it is secure to open your account. To this end, check
whether the website address contains , https://” (where “s” stands for “Secure”).

r N

{M Gmail: Email from Google w ﬂ

<« C | & nhttps// .google.com/accounts/ServiceLogin?
L ]
Mail

A Google approach to email.

Image # 5: An example of a secure website address, which starts with , https.//

3. DO NOT OPEN SUSPICIOUS LINKS

Messages often contain links (URL), which lead to websites containing malicious code. Even
clicking a link can infect your computer. Always be cautious about any links in the message.
Never click on links found in messages received from unknown or suspicious addresses.

Thu 12/4/2014 10:17 AM

Hello e ]

To undisdosed-redpients:

Hello, http:fwww.rjrichardslaw.com/file/docs/
Click to follow link

How are vou doing today ? T have just sent vou a secured message via a Googledocs, kindly, Click here and sign in with your personal email address to view the important
shared document

Thank you,

Image #6: An example of a suspicious link in a received email.
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4. DO NOT OPEN FILES ATTACHED TO E-MAILS RECEIVED FROM

UNKOWN ADDRESSES

Suspicious messages often contain attachments with infected code. Such malicious code can be
hidden in any type of file, including PDF and ZIP files.

Never open attached files, received from unknown or suspicious addresses.

« Back to Inbox Archive Reportspam | Delete | [ | [=> = Movetow Labelsw

Dear (SBIl) Customer 1nbox |x

from hide details Jan 23 (2 days ago) &/ 4 Reply v

to
date

subject  Dear (SBI) Customer

Dear Customer,
Kindly locate the attached file for impg#riant security of your
ACCOUNT.

Copyright 2010 SBI. All rights %Ned

2

@ ONLINE SBI SECURITY.html
2K View Download

# Reply =P Forward

Image #7: An example of a suspicious document attached to the e-mail received from an unknown address.

5. TURN OFF AUTO-DOWNLOAD ATTACHMENT FUNCTION

Auto-download of attachments is risky. Downloading of attachments may come with malicious
code, or may notify untrustworthy senders that your account is active.
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To ensure better protection, it is recommended to block all types of dynamic attachments and
activate the option to display all e-mail messages in plain text format. The following images
show how to change your browser settings to avoid auto-download of attachments in your

computer.

¢ |al

Google

Lagataanggeme

New tab
New window

New incognito window

History »
Downloads

Bookmarks »
Zoom - 0% - oo

Print...
Cast...
Find...

More tools 4

Edit Cut Copy Paste

(=

Settings |

Help »

Exit

Image #8: Automatic download of attachments in your e-mails can be turned off through browser settings. (In case
of Chrome) Select “Settings” with the button in the right corner of the browser

Chrome Settings s

Continue where you left off

Open a specific page or set of pages. Set pages
Settings

Appearance

Get themes
Show Home button

Always show the bookmarks bar

Search
Set which search engine is used when searching from the omnibox.

Google ¥ || Manage search engines...

Peaple

Add person. Import bookmarks and settings...

Default browser

The default browser is currently Google Chrome.

Image # 9: Select "Show Advanced Settings"
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You have chosen to open certain file types automatically after dawnloading.

| Clear auto-opening settings |

HTTPS/SSL

nage certificates.. |

Google Cloud Print

Setup or manage printers in Google Cloud Print. Learn more

nage |

] Show noiifications when new printers are detected on the netwark

Accessibility

System

|| Continue running background apps when Gaogle Chrome is closed

Y]

| Use hardware acczleratior when available

Reset settings

store settings to their origiral defaults,

Hide advanced settings...

Image #10: Select "Reset settings"

Reset settings

This will reset your startup page, new tat page, szarch ergine, and pinned tabs, ftwill
also dissble all extensiors and clzar temporary data like cookies, Vour bookmarks,
history and saved passwards willnot be cleared.

Learn more Cancel

¥ Help make Google Chrome better by reporting the cu

Image #11: Click on "Reset"



™ Setings

Signature
WS General settings Not set
& sermcs )

@gmail.com Vacation responder
@ v
About Gmail

& senpreEDBACK DATA USAGE

Sync Gmail

Days of mail to sync
18 days

Manage labels

Download attachments
Auto-download atiachments io recent
messages via Wi-Fi

Image #12: In case of Gmail application on Android, visit application settings and make sure that “Download
attachments" function is not selected/activated

6. TWO-FACTOR VERIFICATION

Two-factor verification adds another step to sign in to your e-mail, e.g. code that you receive on
your phone. This code is generated anew every time, deterring unknown people from signing in
to your account.

Google -IEN S OE

Gmail ~ * C More ~

£ Primary 22 Social ;’/ Promations + Pebvacy
Starred

Sent Mail
Mare - Add account Sign out

[]
bt

No recent chats
Start a new one

Image: #13: Log into your e-mail account and select "My Account" in the upper right corner of the panel.
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[ ]
GMeﬂ’u

Welcome

Control, protect, and secure your account, all in one place

My Account gives you quick access to settings and toals that let you safeguard your data, protect your privacy, and decide how your information can make Google
services work better for you.

@ Sign-in & security > & Personalinfo & privacy > £r Account preferences >
Control your password and Google Account Manage your visibility settings and the data we use Adjust account settings, like payment methods,
access. to personalize your experience. languages, & storage options.

Your personal info Payments

Image #14: Select "Signing in to Google"

Weicome Signing in to Google

Sign-in & securit
q Y Control your password and account access, along

Signing in to Google with backup options if you get locked out of your Tired of typing passwords? Try using your phone ta sign in q
Device activity & security account. Getstarted > \

events L L
Apps with account access Make sure you choose a strong password

A strong password contains a mix of numbers, letters,
. ) and symbols. It is hard to guess, does not resemble a real
Persanal info & privacy word, and is only used for this account Password & sign-in method
Your persanal info
Your password protects your account. You can alse add a second layer of
Manage your Google protection with 2-Step Verification, which sends a single-use code to your
activity phone for you to enter when you sign in. So even if somebody manages to steal
Ads Settings your password, it is not enough to get into your account

Control your content Note: To change these settings, you will need to confirm your password

Account preferences

Password
Payments
Language & Input Tools
Accessibllity I 2-Step Verification off 1l 5 I

Image #15: Clock on "2-Step Verification"
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Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification code
Learn more

Add an extra layer of security

Enter your password and a unique verification code that's
sent to your phone

Keep the bad guys out

-
u Even if someone else gets your password, it won't be

enough to sign in to your account
[\l GET STARTED

Image #16: Clock on "Get Started"

< 2-Step Verification

Let's set up your phone

What phone number do you want to use?
== - 4995 |

Google will only use this number for account security.
Don't use a Google Voice number.
Message and data rates may apply.

How do you want to get codes?

(® Textmessage (O Phone call

Step10f3 \") NEXT

Image#17: Enter your telephone number where you want to receive SMS code. You can also indicate how you want
to receive the code, as a text massage or a phone call. Then select “Next”. You will get a code, which you must
confirm before activating the function.
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Google

< 2-Step Verification
2-Step Verification is OFF Vi

Your second step

After entering your password, you'll be asked for a second verification step. Learn more

ﬂ Voice or text message (Default) &
Verified

Verification codes are sent by text message.

Image #18: Activate the function by clocking on the following button.

7. TURN OFF “PREVIEW PANE” OR “READING PANE”

Many e-mail services have a message Preview Pane, also known as the Reading Pane. It shows
the content of received messages, which is the same as opening messages. Hence, your
computer may be infected with malicious code.

By disabling the function of Preview Pane, you will avoid opening potentially virus-infected
messages. Below you can see how to turn off Preview Pane on Outlook.
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Home Send /Receive Folder View

All~  File~ Edit~

Go~ Tools~ Adions - Folder~ Help~

T New- 1@ 23 K| |5 arangesy b fard | \ 4
& 1 @Back @ 1A Changeview I=0E-W
b4 Autopreview Layout Toalbars
4 Favorites %= Expand/Collapse > >
RS = ne 4 September201l )
(G View Settings... SuMo TuWe Th Fr Sa
[} sent ltems -
i eset View 123
5 Deleted Items - ps 45 6 7 8 910
Show as Conversations 1 12[13]14 15 16 17
4 Outlook Data File Conversation Settin 18 19 20 71 32 23 24
25 26 27 8 29 30
(5 nbox Reverse Sort
(2| Drafts Add Columns
[y Sent items
MNavigation Pane >

5 Deleted Items

To-Do Ear
(3 outbox Mo upcoming appointments.

{5 RS Feeds Reading Pane | |+ Right
[0 Search Faldarc | == 5 Bottom
[~ Mait ‘g Reminders Window o o
= : Due Dat Today on t -
1] catendar = show Brogress... Optiops..  [3g: Due Date oday on top
] 8 Close All Ttems Type a new task
&-| Contacts 2 Openin New Window There are no items to show in this view.

Image #19: Click on "View", then select "Reading Pane"

Home Send /Receive Folder View

All~  File~ Edit~

Go~ Tools~ Adions - Folder~ Help~

T New- 1@ 23 K| |5 arangesy b fard | W 10 | i send/Receive ~ | [ Finda Co
& 1 @Back @ 1A Changeview I=0E-W
b4 Autopreview Layout Toalbars
4 Favorites %= Expand/Collapse > >
RS = ne 4 September201l )
(G View Settings... SuMo TuWe Th Fr Sa
[} sent ltems -
i eset View 123
5 Deleted Items - ps 45 6 7 8 910
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Show as Conversations 1 12[13]14 15 16 17
4 Outlook Data File Conversation Settin 18 19 20 71 32 23 24
25 26 27 8 29 30
(5 nbox tl  Reverse Sort
(2| Drafts % Add Columns
[y Sent items
) Deleted kems | 2] Navigation Pane »
[E To-Dogar »
(=) outbox Mo upcoming appaintments.

L) Rss Feeds
63 Search Falders

() Mait ‘g Reminders Window 1l
= .. |sg: Due Date Today on to -
ﬂ - =] show progress... Optiops ag Y p
. 8 Closg All Ttems Type a new task
8] contacts &2 Openin New Window There are no items to show in this view.

Image #20: Select "Off"

8. DO NOT FORGET TO LOG OUT

After using your e-mail account, do not forget to log out, especially from devices that do not
belong to you or the ones you share with others. Otherwise, others will have the opportunity to
review your account and the information kept there. Below is a simple instruction on how to
log out of Gmail.
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Google

Gmail ~ * C More ~

COMPOSE s
Bl oo

Starred
Sent Mail
Mare -

®
By i

Mo recent chats
Start a new one

22 Social ;’/ Promations

Add account

Image #21: Click on the button in the upper right corner of the panel.

Google

Gmail ~ - C More

COMPOSE s
Bl oo

Starred
Sent Mail
Mare -

®
By i

Mo recent chats
Start a new one

2 Social ;’/ Promations

Image #22: Select "Sign out"

9. DELETE OR ARCHIVE OLD MESSAGES

Add account

o[®]

Privacy

Sign out

o®

Privacy

n =]

If you have been using one particular e-mail account for a long time, it is likely that it contains a

large number of important information about you and your organization.

Do not keep messages for years. Delete or archive safely all those messages you do not need.
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10. ENCRYPT YOUR E-MAIL

E-mail often becomes a target of phishing (phishing — a type of internet fraud, an attempt to obtain
personal information). E-mail encryption is the best way to secure your private communication from
phishing.

To encrypt your e-mail use PGP (Pretty Good Privacy) technology. This technology encrypts the message
before sending it and only persons with a special password are able to decrypt it. Even if your message is
accessed by others, its content will remain secret.

How does PGP work?

With the help of a special program installed on your computer (e.g. MailVelope for Browsers or Enigmail
for e-mail) you create open and closed keys for your Inbox, and also choose a strong password to
encrypt these e-mails. When you want to send someone an encrypted e-mail, you first exchange the
open keys with this person. Afterwards, you enter your Inbox with activated PGP technology:

e  Write the text of the message
e Specify the recipient
e Encrypt the text with the installed program (using open keys)

e Send the message

If you are unable to encrypt an important e-mail, you can copy its content into a file, encrypt the file,
attach to the e-mail and send it.

In order to decrypt received encrypted e-mail you need to enter the password while opening the Inbox.

Below you can find detailed instructions on how this encryption service (PGP) works on an example of
MailVelope, a program, which can be added as an extension to Chrome and Firefox.
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https://www.mailvelope.com/en

/Wai[r)e!ope Options Documentation About

KEY RING

Display Keys
(mpot Hags Generate Key

Generate Key

SETTINGS

Name

General Full name of key owner

Security
Watch List

Email
Advanced >»
Enter Passphrase

Re-enter Passphrase

Password is empty

Image #23: How to use PGP technology, in case of MailVelope: it can be added as an extension to Chrome and Firefox

/I‘/laﬁpelope Options Documentation About

KEY RING
Display Keys G
enerate Ke
Import Keys y
SETTINGS Name | Sample Viking
General Full name of key owner
Security
Watch List Email Sample. Viking@gmail.com
== Advanced
Algorithm RSA v
Key size 4096 v
Expiration 0 never

Enter Passphrase | ssssssssssssssssssssnansnnnes

Re-enter Passphrage | sssssssssssssssassssssasssass

v

Passwords match

Image 24: To create new key, click "Generate Key", and enter your data. Also, choose passphrase and encryption
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/V[aﬂl)e[ﬁpg Options Documentation

KEY RING
Import Keys

Generate Key

SETTINGS

General

Security

Watch List

About -

Key Ring
Stowkeys by tpe: |Prvate ey .
Name Email Key ID Creation
v T. | Customer Care VikingVPN customercare(@vikingvpn.com 6ES9DSFC 23.11.2013 % Delete
"5 Derek VikingVPN Derek@VikingVPM.com E850D55C 20.11.2013 X Delete

Primary Key | Subkeys User IDs

Key ID: 01433FEDDD81D460
Algorithm: RSA (Enciypt or Sign)
Length: 4095 bits

Creation Date: Mo Now 25 2013 17:45:33 GMT-0600 (Central Standard Time)

Expiration Date:  The key does not expire

Status: [ varia]

Fingerprint: BTEF 6027 BFBT 7F79 AEAB 0074 0143 3FED DD8&1 D460

Image #25: Choose “Display Keys” to view all your keys, date of their creation, expiration dates etc. Choose your newly created
key from this list and press “Export”. This way you will get a public key, which can be shared with the person from whom you
would like to receive encrypted correspondence.

/V('a’ﬂueiope Options Documentation About

KEY RING

Display Keys

Bulk Import Keys

Generate Key

SETTINGS
General
Security
Watch List

Paste key text here:
To import multiple keys, simply paste them all hers. Extra text around the keys is ignored.

I2glzl1UnEgoHpXIs+x9/VyFvrgThls01B1CHz4xTT]jSwe55HagH9GSNpTHNR2

8+g8dwi/C50e62+YBjDPgYFWdz] GFaé8AYXMPhdS30M2DTnaxrGxUNeSKEC
BuEEQOm81lgiKavacWgOgSEhUiunDiaiM8ZI/L1yASsSbbNHpRzkTnLUVEDDj

Y4 0rmwlqd xVNCVuQl fFUgSaYWaNa+oqb+2tT/ 112l 2WbBq+ kKiZ+/KENND/ 3

YbBncRPEEWY 9AFaCHNvGFWxRMN2 JeTFUmmt 8CCE 6xHyHIeNNaj 2 TArEbOXHT
obTtOMN17re+wPvZQONzGDziRRPZYQLl4ELcukq4+gcInSDXuMPTIECcUZ1N
SmupFJbUS TyouRQgxml £51oudogGl,/X1CYEsK3+3vIrGNNSeIxy1vErCXSHSC
c/DCLQuMKEInBi3E/nouoilp/ 2aynTxXMgTqShR/ Link+VLcqgf YmBME31SEF
AOugFEijsylgXJIKgYagOerSliCewa3 T/ Wennd2mHvE0nM2 28 rwiBo4olUB+y
Eq20g8x/pRIi51Essf+iPW¥kJIrz4rwd ruyATUGENH+qlEALLGNTulv5imE]
=BMéeo

Select a key text file to import

Choose File | Mo file chosen

Image #26: Select "Import Keys" and save the keys, received from the person to whom you would like to send encrypted e-mail.

17 | IDFI



ant Mail Your primary tab is emp

afts (3)

rcles customercare@vikingvpn.com

Hello from Sample. Viking!

Compose Mail

]

A Nermal text Black » Bold  [falic = Underine B = B =& (o]

8 Google - Terms &

This is a secure message from Sample Viking encrypted with RSA-40%6 ?

Image #27: Press the “lock” icon before sending the e-mail

Your primary tab is empty.
Nothing to see hisi.

from Sample.Viking!

- | customercare@vikingvpn.com
chrome-extension://kajibbej| a

Hello fram Sample.Viking!

Compose Mail

&

A Normal text + Black ~ Bold  /falic  Underine =]

Derek VikingyPM <Derek@VikingVPM.com=
Encrypt for:

Customer Care VikingVPN <customercare@vikin: Delete

“ Sancel

Cancel Transfer

u
4

| m A b+ Saved

Image #28: Choose recipient and enter public key. Then press "Transfer"
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Sample Message Reply nbox %

VikingVPN Customer Care <customercare@vikingvpn.com:z
to me [+

- Click here to Reply or Forward

3:15 AM (1 minute ago)

Image #29: To read the encrypted message you will need to enter the password.

Sample Message Reply mbox %

VikingVPN Customer Care <customercare @

User ID: Sample Viking <Sample.Viking@gmail.com>

Key 10z 071433FEDDDS1D460

Passward: | Flesse enter

) Remember passwords for this session

Cancel Ok

- Click here to Reply or Forward

Image #30: Enter the password.

£3:15 AM {1 minute ago)

t -
a5 || Key unlock - |

-

=

= 2



Sample Message Reply Inbox  x

VikingVPN Customer Care <customercare@yikingvpn.com=

to me [~

This is a secure 4096-bit RSA encrypted message using PGP.

| should probably write more articles on encryption.

-Derek

a Click here to ly or Forward

Repl

Image #31: After entering the password, you will be able to read the encrypted message.

3:15 AM (3 minutes ago)

11. USE GOOGLE'S NEW ADVANCED PROTECTION FEATURE

u ]}

-

Security Key — Recently, Google has offered its users an advanced protection feature. The
function is especially important for those most at risk of targeted attacks — like politicians,
activists and journalists. However, any Gmail account owner can activate it as well.

20 | IDFI
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Security Key is similar to Bluetooth and USB keys that you have to carry with you. Nobody will
be able to log in to your account without connecting it to a computer. Advanced protection
feature also makes it difficult to recover your password and for third-party (non-Google) apps
to automatically access your data.

In case of Security Key, it won’t be possible to restore access to your account through “forgot

password”. If you forget your key, you will have to go through additional steps to restore access
to your account, which may take a few days.

12. CHECK TRUSTWORTHYNESS OF YOUR E-MAIL SERVICE PROVIDER

To ensure online security, checking the trustworthiness of e-mail service provider is of equal
importance, so that they do not misuse and hand over your personal data to third parties (e.g.
government of a foreign country) without your consent. As of April 2017, the most famous e-
mail services are Apple, Gmail and Outlook; in case of Georgia, Mail.ru is also popular.

According to the 2017 Corporate Accountability Index, Google (Gmail) and Microsoft (Outlook)
performed the highest in terms of protection of their users’ freedom of expression and
personal data. According to the same index, Mail.ru took the 12t position and lags significantly
behind other companies in terms of confidentiality and freedom of expression. Mail.ru does not
inform its users in advance about what kind of personal data it can process.

13. CONSIDER ALTERNATIVES FOR ABSOLUTE SECURITY
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If you need advanced protection, forget about famous e-mail services and consider using
relatively small alternatives:

Swiss ProtonMail — is one of the leading e-mail services in terms of security. It was created at
the CERN research facility in 2013 and as of now has about 2.5 million users. The company's
servers are located in Switzerland under 1,000 meters of granite rock in a bunker. ProtonMail
has a free version that provides 500 MB of storage space and 150 messages per day. If you
switch to ProtonPlus, you’ll have 5 GB space and you’ll be able to send 300 messages per hour
and 1,000 per day.

F Tutanota

ProtonMail fully encrypts your data and
Get your encrypted does not keep a key for decryption,
mailbox for free. meaning that it cannot access your data
and transfer it to third parties. User
confidentiality is mathematically
secured, so that restoration of data is

impossible, even in case you lose your password.

German Tutanota — automatically encrypts each sent message. The main advantage of this e-
mail service is that users of other e-mail services can safely answer the encrypted messages
sent by Tutanota users. It is designed to send e-mail from mobile applications.

8 ProtonMail
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